 
Production Release Checklist

Pre-Release Preparation

1. Code & Build Verification
· Feature Branch Merge: Confirm all feature/code branches are merged into the release branch
· Stage/Master Validation: Ensure latest code is deployed to Stage/Master and validated
· Merge Conflicts: Confirm all merge conflicts are resolved
· Version Validation: Validate build/package version matches release tag
· Unit Test Cases: Run all unit test cases and confirm they are passing as expected
· Production Database Backup: Take a complete backup of the production database before deployment
 
2. Sanity Testing & QA Sign-off
· Perform sanity testing on the following environments before Production release:
· Test environment
· Master environment
· QA team must provide sign-off confirming successful sanity validation before releasing to Production.
· After deployment, perform another round of sanity testing in the Production environment to confirm successful release.
 
 
3. Branch Management & Safety
Git Branch Hierarchy: Production → master → test → dev → local branch
Create Safety Backup
·  Backup Branch: Create backup branch from Production 
· Branch name: backup_prod_[current_date]
· Example: backup_prod_20250925
Release Branch Creation
· Release Branch: Create release branch from Production
· Branch name: release_[version_number]
· Parent branch: Production
· Production Merge: Merge Master into release_[version_number]
· Conflict Resolution: Resolve any merge conflicts
· YAML File Check: Verify YAML files are NOT overridden - must contain Production YAML configuration
 
 





Configuration Verification

4. API Services Project Configuration
Program.cs Verification
· Database Context: Connect DB context to AzureDbConnection
· Blob Storage: Connect Azure Blob Storage to AzureStorage
AzureAd Authentication Services
· Invite Redirect URL: Verify URL is set to: 
InviteRedirectUrl = "https://partners.egzynergy.com/"
Connection Strings (appsettings.json)
· AzureDbConnection: 
Server=tcp:partnerportal-sqlserver-production-swedencentral.database.windows.net,1433;Initial Catalog=PartnerPortalProduction;Persist Security Info=False;User ID=PartnerPortalProd ;Password=Euxppgsz@1596;MultipleActiveResultSets=False;Encrypt=True;TrustServerCertificate=False;Connection Timeout=60;
· AzureStorage: 
DefaultEndpointsProtocol=https;AccountName=partnerportalattachment;AccountKey=16Dr4hcn+cBEuqpDUkT6STMGdg35AHlNWHKVWp3w8XJDahgrwbQwo+MAcd13ja7YhTPWftKFim4R+AStAUACEQ==;EndpointSuffix=core.windows.net
API Settings
· BaseUrl: Verify redbay URL: 
"BaseUrl": "https://integrationserviceapi.redbay-6992b142.swedencentral.azurecontainerapps.io"
Azure AD Configuration
· Authority: https://f90faace-b48d-4a19-a39c-1dd7b37686e3.ciamlogin.com/f90faace-b48d-4a19-a39c-1dd7b37686e3
· ClientId: 7412b4a0-9785-41cb-9b63-a61955334f3d
· ClientSecret: rbo8Q~VLt3CV6~7jkOmCXUDE2HmoBXe_-WkAkcPg
· TenantID: f90faace-b48d-4a19-a39c-1dd7b37686e3
 
 
5. Facility Task ExchangeApi Configuration
config.json
· API Base Address: Verify redbay URL is configured correctly
 
 
6. Integration Service API Project Configuration
Outgoing Mapping Services In All the files
· Company Number Hardcoding: 
VirksomhedsNr = "531" // readyForMeterDTO.GridCompany?.CompanyNumber ?? string.Empty
Outgoing Traffic Services
· MeddelModtager: Verify all methods contain: 
MeddelModtager = "531" // tilmelding.NetSelskab.VirksomhedsNr
API Settings
· BaseUrl: 
"BaseUrl": "https://apiservice.redbay-6992b142.swedencentral.azurecontainerapps.io"
SonWin Settings
· Endpoint: https://mit.ravdex.dk/instblankprod/InstBlank/InstallationManagementProjectSoapService
· Username: ravdexnet
· Password: Efteraar2025
 
 
7. Web Project Configuration
Program.cs
· Cache Location: 
options.ProviderOptions.Cache.CacheLocation = "sessionStorage";
Configuration Files (appsettings.json, production.json, testing.json)
· API Settings BaseUrl: 
"BaseUrl": "https://apiservice.redbay-6992b142.swedencentral.azurecontainerapps.io/"
Azure AD Configuration
· Authority: https://f90faace-b48d-4a19-a39c-1dd7b37686e3.ciamlogin.com/f90faace-b48d-4a19-a39c-1dd7b37686e3
· ClientId: 39a142a0-3e9e-4c29-8f22-f17d0fa537d4
· TenantID: f90faace-b48d-4a19-a39c-1dd7b37686e3
Redirect URIs Verification
· RedirectUris: Verify all production URLs are included:
· https://partners.egzynergy.com/authentication/login-callback
· (and other environment URLs as listed)
· PostLogoutRedirectUris: Verify all production URLs are included:
· https://partners.egzynergy.com/
· (and other environment URLs as listed)
Groups Configuration
· ApplicationAdmin: 563d1d17-ca57-4704-91fe-a888f9930939
· GridAdministrator: aa19f300-545f-49f7-ba90-d8777d6dbf45
· GridUser: 7e7bf096-290f-4c81-b4f9-9bd20e34c1b0
· ContractorAdmin: 979ce605-3663-49e8-ab26-48a5d5a8f101
· ContractorUser: 13bc31e5-718f-4e35-8226-268c4bf74fb6
 
 
Release Process
8. Pull Request & Approval
· Create PR: Raise pull request from release_[version_number] to Production
· Code Review: Complete code review process
· PO and PM Confirmation: Obtain confirmation from Product Owner and Product Manager
· Merge to Production: Execute merge after all approvals
 
 




Post-Release Activities
9. Communication & Monitoring
· Stakeholder Notification: Announce release completion to all stakeholders
· Release Notes: Share comprehensive release notes including: 
· New features implemented
· Bug fixes resolved
· Known issues (if any)
· Check the Emails in the GridCompany table.
· System Monitoring: Monitor system performance for minimum 1-2 hours post-release
· Performance Metrics: Track key performance indicators
· Error Monitoring: Watch for any critical errors or exceptions
· User Feedback: Monitor user reports and feedback
 
 
Final Verification
· Production Environment: Verify all services are running correctly in production
· Database Connectivity: Confirm database connections are working
· API Endpoints: Test critical API endpoints
· User Authentication: Verify login functionality works correctly
· Integration Points: Test external service integrations
 
 
Notes
· Environment URLs: All redbay URLs must be properly configured across all projects
· Database Connections: Ensure production database connections are correctly configured
· Security: Verify all authentication and authorization configurations
· Monitoring: Keep monitoring dashboard open during and after release

 











Post-Production Release Branch Synchronization Checklist
1. Synchronize Master → Dev
· Create a branch from dev named merge_master_to_dev.
· Merge master into merge_master_to_dev.
· Resolve conflicts locally.
· Validate all configurations and appsettings (URLs, connection strings, AzureAd settings, etc.) are correct for Dev environment.
· Raise a PR from merge_master_to_dev to dev branch.
· After PR approval, merge to dev.
2. Synchronize Dev → Test
· Create a branch from test named merge_dev_to_test.
· Merge dev into merge_dev_to_test.
· Resolve conflicts locally.
· Validate all configurations and appsettings (URLs, connection strings, AzureAd settings, etc.) are correct for Test environment.
· Raise a PR from merge_dev_to_test to test branch.
· After PR approval, merge to test.
3. Final Verification
· Confirm all branches (Production, master, dev, test) are in sync.
· Announce branch sync completion to the team.
 
 
Environment-Specific Configuration Reference
Configuration Files That Need Updates
The following files need to be updated based on the target environment:
API Services Project
· File: appsettings.json
· Sections: ApiSettings.BaseUrl, SonWinSettings
Integration Services API Project
· File: appsettings.json
· Sections: ApiSettings.BaseUrl, SonWinSettings
Web Project
· Files: appsettings.json, production.json, testing.json
· Sections: ApiSettings.BaseUrl








Environment URLs and Credentials
Production Environment
json
"ApiSettings": {
    "BaseUrl": "https://apiservice.redbay-6992b142.swedencentral.azurecontainerapps.io"
},
"SonWinSettings": {
    "Endpoint": "https://mit.ravdex.dk/instblankprod/InstBlank/InstallationManagementProjectSoapService",
    "Username": "ravdexnet",
    "Password": "Efteraar2025"
}
Master Environment
json
"ApiSettings": {
    "BaseUrl": "https://apiservice.yellowpond-7177fb83.swedencentral.azurecontainerapps.io/"
},
"SonWinSettings": {
    "Endpoint": "https://mit.ravdex.dk/instblanktest/InstBlank/InstallationManagementProjectSoapService/InstallationManagementProjectSoapService",
    "Username": "rvxtxml101",
    "Password": "Summer2021"
}
Test Environment
json
"ApiSettings": {
    "BaseUrl": "https://apiservice.wittywave-1b728c46.swedencentral.azurecontainerapps.io"
},
"SonWinSettings": {
    "Endpoint": "https://testpartnerportalen.swedencentral.cloudapp.azure.com/installationmanagementprojectsoapservice/InstallationManagementProjectSoapService",
    "Username": "sonlincTEST",
    "Password": "Foraar2025"
}
Dev Environment
json
"ApiSettings": {
    "BaseUrl": "https://apiservice.gentledesert-fcac7adc.swedencentral.azurecontainerapps.io"
},
"SonWinSettings": {
    "Endpoint": "https://devpartnerportalen.swedencentral.cloudapp.azure.com/installationmanagementprojectsoapservice/InstallationManagementProjectSoapService",
    "Username": "sonlincDev",
    "Password": "Foraar2025"
}

 
 Quick Checklist Table (at a glance)
	Step
	Task
	Status

	1
	Backup branch created from Production
	☐

	2
	Release branch created from Master
	☐

	3
	Merged Production → release_version_number (conflicts resolved)
	☐

	4
	YAML file verified (Prod version)
	☐

	5
	Appsettings URLs updated to Redbay in all projects
	☐

	6
	API services Program.cs – AzureDbConnection & AzureStorage verified
	☐

	7
	AzureAd InviteRedirectUrl verified
	☐

	8
	Facility Task ExchangeApi config.json base URL verified
	☐

	9
	Integration Service API hardcoded values (531) verified
	☐

	10
	Web Project Program.cs cache location verified
	☐

	11
	PR raised and approved
	☐

	12
	Deploy to Production
	☐

	13
	Announce release & share notes
	☐

	14
	Monitor system post-release
	☐




